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Abstract For improving the steganographic security, the
data-hiders always hope to lower the distortion level and to
preserve the original data distribution. A novel efficient data
hiding scheme with a histogram-preserving property is proposed in this work. After decomposing cover samples into
a series of binary sequences, a number of candidate vectors
representing each secret bit-block are produced, and a criterion for lowering steganographic distortion and keeping
flip balance is set up for optimal selection from the candidates. A combination of flipping rates for different binary
sequences to maximize the secret capacity is also studied.
This way, the original data distribution in cover sequence is
preserved, and a payload-distortion performance approaching the theoretical upper bound can be achieved.
Keywords Steganography · Histogram · Distortion ·
Embedding rate

1 Introduction
While digital steganography aims to embed secret messages
into a carrier signal by altering the most insignificant components for covert communication, the purpose steganalysis
is to detect the presence of hidden data by exploiting statistical abnormality caused by data embedding [1]. Generally
speaking, the more the modification introduced into cover
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content, the more the hidden message is detectable to steganalytic attempts. For security enhancement, a data-hider
always hopes to lower the level of distortion caused by data
embedding and to preserve the statistical properties of the
cover.
In order to reduce the data-embedding distortion, a series of steganographic coding methods based on binary system have been developed [2–4]. In these methods, a number
of different patterns of cover data are used to represent an
identical type of secret data, and the data-hider modifies the
original cover data to the nearest pattern mapping the secret data to be hidden. When these methods is used in the
least significant bit (LSB) plane of cover media, by flipping
a small part of LSB from 0/1 to 1/0, a fairly large amount of
secret data can be embedded. That means a high embedding
efficiency. A great deal of efforts has been made to make
the payload-distortion performance approach the theoretical limit [4]. However, the flipping probability of an LSB
is independent of its original value. That implies if the LSBs
having an original value 0/1 are more than those having an
original value 1/0, the number of LSB flipped from 0/1 to
1/0 would be larger than that of LSB flipped from 1/0 to 0/1.
As a result, the distribution of LSB will be changed, leading
to vulnerability to steganalysis.
On the other hand, some steganographic methods capable
of preserving original data distribution have been also presented. For example, Model-Based (MB) steganography [5]
can ensure that the stego-data histogram is consistent with
a model derived from the original histogram so as to avoid
distribution abnormality. In this method, new data that represent the secret information and obey the distribution model
are used to replace the original cover data. Using the techniques described in [6] and [7], the data-hider can embed the
secret message into LSB of cover image when keeping the
original histogram. However, the maximization of payload
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with a low distortion level is not concerned in these techniques. In other words, an efficient data-hiding method preserving the original histogram and keeping a low distortion
level should be studied.
In this paper, we propose a novel steganographic scheme
to maximize the payload when preserving a histogram of
original cover data and constraining the steganographic distortion at a desired level. With this scheme, the cover samples are decomposed into a series of binary sequences, and
an optimal one among a number of candidate stego-data for
representing the secret information is chosen to control the
distortion level while preserve the original distribution of
each cover sequence. As a result, the amount of embedded
data can approach the theoretical upper bound of steganographic capacity.

2 Steganographic framework
Using the following scheme, a data-hider can embed secret
information into a cover signal while keep the original histogram unchanged and achieve a low distortion level. The
framework of embedding/extracting process is described as
follows.
(a) Before data embedding, the possible values of cover
samples are divided into a series of bins, each of which
contains two adjacent values. For instance, if pixels of
an uncompressed gray image are used to carry secret
information, there are 128 bins: [{0 1}, {2 3}, . . . ,
{254 255}]. Alternatively, quantized DCT coefficients
of a JPEG image are used, the bins are [. . . , {−4 −3},
{−2 −1}, {0 1}, {2 3}, . . .] or [. . . , {−3 −2}, {−1 0},
{1 2}, {3 4}, . . .].
(b) Collect all the cover samples falling in each bin, and
converts each sample into 0 or 1 according to the
two different values in the bin, thus forming a binary sequence. The number of sequences is equal to
that the number of bins. As an example, suppose the
range of sample values is [0, 3] that can be divided
into two bins {0 1} and {2 3}. Considering the cover
{12023210221103202213}, one can obtain two subvectors {101011001} and {22322232223}, which can
be converted into binary sequences {101011001} and
{00100010001}.
(c) Modify the binary sequences to carry secret information. In the above example, assume that the two sequences
are
modified
into
{100011101}
and {01000011001} after data-embedding. The datahider may inversely convert them into two sequences
{100011101} and {23222233223}, and re-organize
them as a stego-cover {12032200221113302213} according to the original order. Here, the value of a cover
sample is either kept unchanged or changed to another
value belonging to a same bin.
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(d) On the receiver side, after obtaining the stego-binarysequences in a similar manner, the embedded secret information is extracted. The method for embedding secret data into a binary cover sequence and retrieving the
embedded data from a stego-binary-sequence will be described in the next section.
2.1 Upper bound of embedding rate in a binary cover
sequence
Considering a certain bin, let us denote the length of the corresponding binary cover sequence as N , and the rates of 0s
and 1s as α and (1 − α) respectively. Without loss of generalization, we assume 0 ≤ α ≤ 0.5. To keep the original data
distribution, the number of bits changed from 0 to 1 in dataembedding should be equal to the number of bits changed
from 1 to 0. Denote the number of bits to be changed as
2 · β · N (β ≤ α), with β indicating the distortion level due
to data embedding. Since the number of host bits with original value 0 is α · N , among which β · N bits are flipped,
as explained in [3], the upper bound of the number of secret
bits to be embedded into them is
B+ = α · N · H (β/α)

(1)

where H (·) is the binary-entropy function
H (p) = −p · log2 p − (1 − p) · log2 (1 − p)

(2)

Similarly, the upper bound of the number of secret bits to be
embedded in the host bits with original value 1 is
B− = (1 − α) · N · H [β/(1 − α)]

(3)

Then, the upper bound of secret payload in a host bitsequence is
B = B+ + B−

(4)

Consider the ratio between the number of embedded bits and
the length of cover sequence, and call it the embedding rate.
The upper bound of embedding rate is
BR = B/N = α · H (β/α) + (1 − α) · H [β/(1 − α)]

(5)

For an extreme scenario, the data-hider replaces the original
bit-sequence with a secret data sequence with a same 0–1
distribution. In this case, β = α · (1 − α) and the secret payload is N · H (α). That means the embedding rate is H (α),
and the upper bound in (5) is achieved. Actually, H (α) is
also the upper bound of embedding rate with β being larger
than α · (1 − α), since it is the entropy when the original
binary distribution is kept unchanged. In the following, we
only discuss the case of β < α · (1 − α), which implies a
lower distortion level.
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2.2 Upper bound of embedding rate in binary
cover-sequences
Denote the total number of bins as M, the lengths of the
corresponding binary cover-sequences as N1 , N2 , . . . , NM ,
the rates of 0s in the cover-sequences as α1 , α2 , . . . , αM ,
and the rates of 1s in the cover-sequences as (1 − α1 ),
(1 − α2 ), . . . , (1 − αM ), respectively. To keep the original
data distribution, for each binary cover-sequence, the number of bits changed from 0 to 1 in data-embedding should be
equal to the number of bits changed from 1 to 0. Denoting
the number of bits to be changed in the m-th cover-sequence
as 2 · βm · Nm (βm ≤ αm , m = 1, 2, . . . , M), the energy of
distortion caused by data embedding is
E=

M


2 · βm · Nm

(6)

Fig. 1 Three examples of α–β curves, each of which having a same
value of f (α, β)

m=1

With a given distortion level E, a data hider always hopes to
maximize the upper bound of secret payload
BT =

M


Bm

(7)

α1 , α2 , . . . , and αM , the data hider should select a optimal
combination of β1 , β2 , . . . , and βM , which ensure that all
the (α1 , β1 ), (α2 , β2 ), . . . , and (αM , βM ) are within a same
α–β curve, for different binary sequences to maximize the
secret capacity with a given distortion level. Actually, the
various α–β curves correspond to the different levels of distortion caused by data embedding.

(8)

3 Efficient data-embedding in binary sequence

m=1

where
Bm = αm · Nm · H (βm /αm )
+ (1 − αm ) · Nm · H [βm /(1 − αm )]

By applying Lagrange Multiplier method, for an extremum
of BT to exist, there must have



∂E
∂E
∂E
∂BT
∂BT
∂BT
=
= ··· =
(9)
∂β1
∂β1
∂β2
∂β2
∂βM ∂βM
That means
β12
(α1 − β1 ) · (1 − α1 − β1 )
=

3.1 Data embedding procedure

β22
= ···
(α2 − β2 ) · (1 − α2 − β2 )

2
βM
=
(αM − βM ) · (1 − αM − βM )

(10)

In other words, (10) is a necessary condition of maximizing
the upper bound of secret payload. Defining a function
f (α, β) =

β2
(α − β) · (1 − α − β)

This section presents a data-embedding and data-extraction
method in a binary cover sequence. In this method, a number
of candidate stego-vectors representing a block of secret bits
are produced, and a criterion for lowering steganographic
distortion and keeping original distribution is used to select
the optimal candidate. This way, the embedding rates can
approach the upper bounds of (5).

(11)

we call a curve in the α–β plane as an α–β curve if the values of f (α, β) at the curve are same. Figure 1 shows three
examples of α − β curves. So, after converting the cover
samples into M binary sequences with various rates of 0s

Assuming the secret message is a bit stream with uniform
distribution, we divide the secret sequence into a series of bit
blocks, each of which contains K bits. Generate a matrix G
sized 16 × (K + 16), which is composed of two parts:
G = [Q I16 ]

(12)

The left part Q sized 16 × K is a pseudo-random binary
matrix derived from a secret key, while the right part is
a 16 × 16 identity matrix. For each secret bit-block s =
[s1 , s2 , . . . , sK ], we produce 216 different types of binary
vectors with a length (K +16) using the following modulo-2
calculation,
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vt = [ s1

· · · sK

s2

+ [ b(t, 1)

0 0 ··· 0]

b(t, 2)

· · · b(t, 16) ] · G

t = 0, 1, . . . , 216 − 1

(13)

The first vector on the right side of (13) is made up of s and
16 zeros, and the vector [b(t, 1), b(t, 2), . . . , b(t, 16)] is a
binary version of an integer t within [0 216 − 1],
b(t, u) = t/2u−1  mod 2,

u = 1, 2, . . . , 16

(14)

Denote the combination of an identity matrix sized K × K
and the transpose of Q as H,


H = IK QT
(15)
Obviously, the modulo-2 product of H and the transpose of
G is a zero matrix sized K × 16. So, there must be

rt = nt,0 + nt,1 + λ · (S0 − S1 ) · (nt,0 − nt,1 )

(21)

(d) Find the smallest one among all 216 rt ,
v = arg min rt

(22)

t

s = H · vTt

(16)

For each vt , we produce a corresponding candidate vector in
the following steps.
(a) Calculate decimal value of vt ,
vt =

(a) Denote the number of cover bits that have been flipped
from 0 to 1 as S0 , and the number of cover bits flipped
from 1 to 0 as S1 . Their initial values are both 0.
(b) Get a bit-block from the secret stream, and produce
216 candidate vectors using the previously described
method.
(c) For each candidate vector ct , compare it and the lt bits
in the cover sequence in a bit-by-bit manner. Denote the
number of positions where the cover bit is 0 and the bit
in ct is 1 as nt,0 , and the number of positions where the
cover bit is 1 and the bit in ct is 0 as nt,1 . Calculate

K+16


vt (k) · 2

k−1

(17)

k=1

where vt (k) is the k-th bit in the vector vt .
(b) Assign y = 2(K+16) and x = vt , and let ct be a vector
with initialized length 0.
(c) Calculate
T = max[1, round(y · α)]

(18)

where the operator round(·) returns the nearest integer
and max(·) returns the maximum value.
(d) If x ≤ T − 1, append a ‘0’ to the end of ct and update
the value of y
y←T

(19)

Otherwise, append a ‘1’ to the end of ct and update the
values of y and x
y ← y − T,

x ←x −T

(20)

(e) If y > 1, go to Step (c); otherwise, terminate the process.
We call the 216 produced ct as candidate vectors and denote their length as lt . Here, probabilities of appending 0 and
1 are approximately α and (1 − α), respectively. So, the rates
of 0s and 1s in the candidate vectors would approximately
be α and (1 − α). In other words, the data distribution in
the candidate vectors is similar to that in the original binary
cover sequence.
We embed the secret message into a binary cover sequence in a block-by-block manner:

Modify the lv bits in the cover sequence to make them
the same as the corresponding cv . Update
S0 ← S0 + nv,0 ,

S1 ← S1 + nv,1

(23)

(e) Repeat Steps (b)–(d) to embed other secret blocks into
the rest of the cover sequence.
In (21), nt,0 + nt,1 is the number of bit-alterations when
modifying the lt cover bits into a candidate vector ct , and
λ · (S0 − S1 ) · (nt,0 − nt,1 ) is a term of penalty related to
the deviation from a balance between S0 and S1 . The purpose of minimizing rt is to ensure a low data-hiding distortion while keeping the original distribution of the cover
sequence. If λ is too small, it is difficult to keep the balance
between S0 and S1 . On the other hand, if it is too large, the
distortion level would be high. Based on a large number of
experiments, we recommend to let λ = 0.02 for a satisfactory distortion level and flipping balance.
The level of embedding-induced distortion is determined
by α and K. Table 1 lists the values of β with different α
and K. With a given binary cover sequence, α is fixed. Then,
the data-hider may select a suitable K to produce a stegosequence with a desired β. Note that values of α and K
should also be sent to the receiver using a different steganographic technique such as a plain LSB method. Although
this reduces the number of cover bits for carrying the secret information, the influence on the overall performance is
negligible since the additional payload is very small.
3.2 Data extraction procedure
Data extraction is easier than embedding. After obtaining
a stego-sequence, the receiver first extracts the values of α
and K, and then extracts the embedded data in the following
steps.
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Fig. 2 Comparison between the actual embedding rates and the theoretical upper bounds: (a) α = 0.4 or 0.3, and (b) α = 0.2 or 0.1
Table 1 Values of β with
different α and K

K

α

15

25

35

60

100

200

300

400

500

0.1

0.029

0.047

0.053

0.059

0.062

0.077

0.079

0.082

0.083

0.2

0.058

0.066

0.076

0.094

0.098

0.122

0.131

0.136

0.139

0.3

0.061

0.078

0.095

0.112

0.120

0.158

0.163

0.172

0.176

0.4

0.062

0.083

0.103

0.125

0.138

0.169

0.182

0.195

0.196

(a) Assign y = 2(K+16) and x = 0.
(b) Calculate
T = max[1, round(y · α)]

3.3 Performance

(24)

(c) Get a bit in the stego-sequence. If the encountered bit
is 0, update the value of y
y←T

(25)

Otherwise, update the values of y and x
y ← y − T,

x ←x +T

(26)

(d) If y > 1, go to Step (b). Otherwise, convert x into (K +
16) bits,
v(k) = x/2k−1  mod 2,

k = 1, 2, . . . , K + 16

(27)

and calculate the secret bit-block
s = H · vT

(28)

Then, go to Step (a) until all the bits in the stegosequence are processed.
(e) Collect all the calculated secret bit-blocks and concatenate them to form the secret message.

In the experiments we embedded secret data with different values of α and K. When the number of flipped cover
bits was more than 5000, difference between the numbers
of cover bits flipped from 0 to 1 and flipped from 1 to 0
was always no more than 30. That means the data embedding method can sufficiently keep the original distribution
of cover sequence. Figure 2 gives embedding rates and the
theoretical upper bounds of (5). It can be seen that the embedding rates are very close to the corresponding bounds.

4 Experiment results
Using a 512 × 512 8-bit grayscale image “Lena” as the cover
and converting all the pixels into 128 binary sequences according to the different bins {0 1}, {2 3}, . . . , and {254 255},
99 binary sequences with lengths more than 100 were exploited to carry the secret data. Here, the values of βm for
the 99 different binary sequences satisfied (10), and the secret data were embedded by using the procedure described
in Sect. 3.1. Figure 3 shows the original cover Lena and a
stego-version with 2.5 × 105 secret bits embedded. In the
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Fig. 3 (a) Original cover image
Lena and (b) its stego-version
with 2.5 × 105 secret bits
embedded and PSNR 52.4 dB

Fig. 4 Comparison of histogram changes between two embedding
methods

Fig. 5 Comparison of secret data amounts between two embedding
with different distortion levels

stego-image, PSNR is 52.4 dB and the distortion is imperceptible.
Denoting the histograms of original image and stegoimage as [h0 , h1 , . . . , h255 ] and [h0 , h1 , . . . , h255 ], we can
measure the histogram change caused by data hiding by using

method has more embedding capacity and lower histogram
distortion level.

DH =

255


|hm − hm |

(29)

m=1

Figure 4 compares the value of DH of the traditional LSB
replacement method and the proposed method when various
amounts of secret data were embedded, while Fig. 5 compares the amount of embedded data of the two methods with
different distortion levels. It can be seen that the proposed

5 Conclusion
This paper proposes a novel steganographic scheme with
histogram-preserving and distortion-constraining properties, which can be employed for various cover samples such
as pixels of uncompressed gray image and quantized DCT
coefficients of JPEG image. After converting the cover samples into a series of binary sequences, a number of candidate stego-vectors representing a block of secret bits are
produced. An exhaustive search is made to find the optimal candidate to replace the original cover bits. This way,
the number of cover bits flipped from 0 to 1 approximately
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equals that flipped from 1 to 0, that is, the original distribution is kept, and the payload-distortion performance approaches the theoretical upper bound. In the future, we will
try to further reduce computation complexity and increase
the embedding rate.
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