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Reference Sharing Mechanism for Watermark
Self-Embedding
Xinpeng Zhang, Shuozhong Wang, Zhenxing Qian, and Guorui Feng

Abstract—This paper proposes two novel self-embedding watermarking schemes based upon a reference sharing mechanism, in
which the watermark to be embedded is a reference derived from
the original principal content in different regions and shared by
these regions for content restoration. After identifying tampered
blocks, both the reference data and the original content in the
reserved area are used to recover the principal content in the
tampered area. By using the first scheme, the original data in five
most significant bit layers of a cover image can be recovered and
the original watermarked image can also be retrieved when the
content replacement is not too extensive. In the second scheme,
the host content is decomposed into three levels, and the reference
sharing methods with different restoration capabilities are employed to protect the data at different levels. Therefore, the lower
the tampering rate, the more levels of content data are recovered,
and the better the quality of restored results.
Index Terms—Fragile watermarking, image authentication, selfembedding.

I. INTRODUCTION
HE PURPOSE of fragile watermarking is to achieve multimedia content authentication by imperceptibly embedding additional information into the host media [1], [2]. As some
portion of digital content may be replaced with fake information by an adversary, a number of fragile watermarking schemes
that can identify the modified areas and recover the original
content have been developed for cover images in various formats, such as binary images [3], JPEG images [4] and uncompressed images [5]. One class of the fragile watermarking approaches is to divide a host image into small blocks, and embed
the fragile watermark into these blocks. The watermark may be
a hash of the principal content extracted from each block [6],
[7]. Since image tampering destroys matching between the content and the watermark in the corresponding blocks, the tampered blocks can be revealed. In another class of the methods,
i.e., pixel-wise fragile watermarking schemes, data derived from
the gray values of host pixels are used as the mark to be embedded into the host pixels themselves. In this case, tampered
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pixels can be identified from the absence of the carried watermark [8]–[10]. However, it is possible that data derived from
the tampered pixels are the same as the watermark so that modification to these pixels is not directly detectable. To deal with
such coincidence, a statistical fragile watermarking method has
been proposed [11] in which, after obtaining an estimate of the
modification strength, distributions of the tampered and original
pixels are used to accurately locate the tampered pixels. In another work [12], a hierarchical fragile watermarking mechanism
is introduced to derive watermark data both from pixels and
blocks. The receiver identifies the blocks containing the tampered content, and uses the watermark hidden in other blocks
to exactly locate the tampered pixels. This method is capable of
finding the detailed tampering pattern even if the modified area
is quite extensive because of the combined advantages of both
block-wise and pixel-wise techniques.
In some self-embedding watermarking schemes, the embedded watermark, or a part of it, is a representation of the
host image content so that the original content in the tampered
area can be restored [13]. For example, the primary DCT
coefficients or a reduced color-depth version of the host image
can be embedded into the least significant bits (LSB) or into
the pixel differences in different positions [14]; or the first few
DCT coefficients of each block can be embedded into the LSB
of another block [15]. After locating malicious modification
in a marked image, the watermark data extracted from the
reserved regions can be used to restore the principal content
of the tampered areas. A smart method proposed in [16] uses
exclusive-OR between a pseudo-random sequence and the
sequence of polarity of the DCT coefficients as the watermark.
By iteratively projecting the polarity information onto a convex
set, the original content in the tampered areas can be roughly
retrieved. In these methods, data representing the principal
content in a region are always hidden in a different region
within the image. If both regions are tampered, restoration will
fail. We call it a tampering coincidence problem. On the other
hand, when a part of data for image transmission is lost due
to poor channel condition, the error concealment techniques
capable of displaying acceptable images are desired [17]. In
order to ensure the image quality, the data representing original
content, such as a low-resolution or downsized version [18],
[19], can be embedded into the original image itself to conceal
the transmission error at receiver side. Here, the content data
of a region are often carried by another region. For example,
a spatial domain error concealment technique that hides edge
orientation information of a block and its bit-length into other
blocks is presented in [20]. Similarly, this will result in a
problem when both a certain block and the blocks containing
its content data are lost.
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Some watermarking approaches with content restoration capability are free of the tampering coincidence problem. However, they do not work when the tampered area is too extensive. In [12], after locating tampered pixels, an exhaustive search
method is used to retrieve the five original most significant bits
(MSB) of each tampered pixel. But, when the percentage of tampered area is more than 6.6%, it is difficult to exactly locate
the tampered pixels so that the restoration of original content
cannot be executed. In [21], the watermark data is derived from
the entire original content and embedded into the host using a
reversible data-hiding technique. Although a malicious modification may destroy part of the embedded watermark, the tampered areas can still be located and the watermark data extracted
from the reserved regions can be used to restore the host image
without any error. But a necessary condition of the perfect image
restoration is that the proportion of tampered content must be
less than 3.2%. Actually, in some applications, an attacker may
extensively replace the original content with fake information.
So, capability of recovering the original principal content in extensive areas is desirable.
In this paper, we propose two novel self-embedding watermark schemes, in which the watermark to be embedded does
not directly represent local contents of the host, but is a reference derived from the original principal content in different
regions and shared by these regions for content restoration.
Since the reference is scattered and embedded into the entire image, local replacement of the content cannot completely
destroy it. In other words, there is always some part of the reference available so that the tampering coincidence problem is
avoided. Also, after identifying the tampered area, the reference
data extracted from the reserved area are used to recover the
principal information in the tampered area. While the original
content of the reserved area is known, the reliable reference
data are completely exploited to retrieve the replaced content,
leading to high capability of restoration. Based upon the reference sharing mechanism, we design a watermarking approach
that can exactly retrieve a watermarked image even though its
content in an extensive area is replaced. In addition, a second
hierarchical self-embedding scheme based upon the proposed
mechanism is also presented, in which the quality of restored
content is flexible with different proportion of the tampered
area.
II. SELF-EMBEDDING SCHEME FOR RESTORING
WATERMARKED IMAGE
A self-embedding scheme capable of restoring the watermarked image from a tampered version is proposed in this
section. The five MSB of all pixels in the host image are kept
unchanged, while the three LSB of all pixels are replaced with
reference data and hash data. Here, the reference data are derived from the original MSB, and the hash data are determined
by both the MSB and the reference data. On the authentication
side, one can locate the tampered area according to the hash
data, and then recover the original MSB of tampered area by
using reference data extracted from another area. As long as
the MSB restoration is successful, the legitimate watermarked
image can also be retrieved.

A. Watermark Embedding Procedure
The detailed watermark embedding procedure is as follows.
1) Bit Decomposition: Denote the numbers of rows and
and
, the total number
columns in an original image as
, and the gray pixel-values as
of pixels as
. Here, we assume both
and
are multiples of 8. Each
can be represented by 8 bits,
, where
(1)
In other words
(2)
We call
the MSB, and
the
LSB. Then, collect the MSB of each pixel to form an MSB set
that includes 5 bits.
2) Reference Data Generation: We permute and divide the 5
MSB into
subsets, each of which containing bits
. The way of permutation is determined by a secret key,
and values will be discussed later.
and that of assigning
. For
Denote the bits in the th subsets as
reference-bits in the following way:
each subset, generate

..
.

..
.

(3)

where
are pseudo-random binary matrixes sized
,
are also
and the arithmetic in (3) is modulo-2. The matrices
reference-bits
derived from a secret key. That means the
are generated from the MSB scattering in the entire image. If
a part of the MSB is tampered, the reference-bits will be used to
referencerecover them. In this step, we produce a total of
bits.
3) Reference/Hash Data Insertion: Based upon the sereference-bits are permuted and divided
cret key, the
groups each containing 160 reference-bits. The
into
blocks sized 8 8. A
host image is also divided into
one-to-one mapping relationship is then established between
the groups and the blocks. For each block, 320 original bits in
the 5 MSB-layers and 160 reference-bits in the corresponding
group are fed into a hash function to generate 32 hash bits. The
hash function has the property that any change in the input leads
to a very different output. According to the secret key, permute
the 160 reference-bits and 32 hash-bits pseudo-randomly.
These 192 bits are used to replace the three LSB planes of the
block, producing a watermarked image.
In this procedure, several operations including permutation
and matrix generation are key dependent. Practically, any keyrelated mechanism with sufficient security can be used to control
the operations. For example, one may produce a pseudo-random
number sequence from a chaotic system, and use the initial condition as the secret key. To permute the MSB or reference-bits,
take a portion of the pseudo-random number sequence with a
length equal to the number of data to be permuted, and sort
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it. The sorting order can be used in the data permutation. To
, one may take another portion of the
generate the matrix
pseudo-random number sequence, and rearrange it into a ma. By making the elements zeros or ones, a
trix sized
pseudo-random binary matrix is obtained. Since the initial condition of a chaotic system can be selected from a continuum,
the key space is infinite. In fact, the numbers of possible ways
of MSB permutation and reference-bit permutation are
and
, respectively, while the number of possible
is
. With sufficiently large and , it is virtually impossible to perform a brute force attack.
In the watermark embedding procedure, the MSB of the cover
image are reserved while the LSB replaced with the referencebits and hash-bits. Denoting the decimal values of the three origand
inal LSB and three new LSB of a pixel as
, respectively, the average energy of watermarking-caused
distortion per pixel is
(4)
where
and
are probability distribution functions of
and
. Since the new LSB are produced in a pseudo-random
manner, the distribution of
is approximately uniform. Assuming the original distribution of the data in the three LSBlayers is also uniform

487

block. Clearly, an unmodified block should be judged as “reserved.” The probability for a block containing modified con, which is
tents but being falsely judged as “reserved” is
extremely low, indicating that false judgment is virtually impossible to occur and correct extraction of the reference-bits embedded in the reserved blocks can be assured. Although other
reference-bits in the tampered blocks may be missing, we can
recover the original MSB using the extracted reference-bits in
the next step.
It should be noted that the attacker cannot generate reference
data from fake content and calculate hash data for any block
with fake content without the secret key, even if he knows the
mechanism of reference data generation and insertion. If the
MSB or LSB in a watermarked image have been changed, we
can always identify the blocks that contain tampered data in
the tempered image. As long as the tampering rate is not too
high, the watermarked image can be completely retrieved after
recovering the original MSB.
2) MSB Restoration: From the previous discussion, a total of
reference-bits are generated from MSB in a subset by (3).
Consider the reference-bits of a certain MSB subset. Since part
of the blocks carrying these reference-bits may be tampered, the
number of reference-bits extractable from reserved blocks, ,
would be less than
. We rewrite (3) as

..
.

(5)
So, the approximate PSNR is
PSNR

(6)

B. Content Restoration
An attacker may alter the content of a watermarked image
without changing the image size. A ratio between the number
of blocks containing fake information and the number of all
blocks is called as the tampering rate and denoted as . After
receiving a suspected image, we first locate the blocks containing fake information according to the embedded hash-bits,
and then recover the MSB of tampered blocks by using the reference data extracted from other blocks. As mentioned previously, the MSB in the same subset come from different regions,
and the reference data derived from them are embedded all over
the image. Although the malicious content alteration destroys a
part of original MSB and embedded reference data, the reliable
reference data can provide sufficient information to recover the
tampered MSB.
The detailed steps of content restoration are as follows.
1) Tampered Block Identification: For each 8 8 block, the
192 bits taken from the three LSB-layers are decomposed into
two parts, 160 reference-bits and 32 hash-bits, using the same
key. If the hash of the 320 bits in the 5 MSB-layers and the 160
extracted reference-bits differs from the extracted 32 hash-bits,
the block is said to be “tampered,” that is, some content in the
block has been modified. Otherwise, we say it is a “reserved”

..
.

(7)

where
are all the extractable reference-bits,
is a matrix with rows taken from
corresponding to extractable reference-bits, and
are MSB in the subset. Note that a part of MSB belongs to reserved blocks which can be obtained, while the rest belonging
to tampered blocks are unknown. By denoting the two column
vectors consisting of MSB in tampered and reserved blocks as
and
, respectively, we can reformulate (7) as follows:

..
.

(8)

where
and
are matrices whose columns are those
corresponding to MSB in
and
, respectively. In
in
(8), the left side and the matrix
are known, and the pur. Denote the length of
as
so that the size
pose is to find
of
is
. We will solve the
unknowns according
to the equations in a binary system. Since the original values
of these MSB must be a solution, as long as Equation (8) has a
unique solution, we can solve it using the Gaussian elimination
method. In other word, the extractable reference-bits are used
to retrieve the original values of tampered MSB in the subset.
On the other hand, if the number of unknowns, , is too large,
or there are too many linearly dependent equations in (8), the
solution may not be unique and, in this case, we cannot find the
true solution in the solution space. Actually, if the tampered area
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is not too extensive, the reference-bits extracted from reserved
blocks can provide sufficient information to recover the first
type of MSB. When (8) has a unique solution for each subset,
we can successfully restore all the MSB of the tampered blocks.
Motivated by [21], we consider probability of successful
equals
,
MSB restoration. If and only if the rank of
i.e., the
columns of
are linearly independent, a
unique solution to (8) exists. For a random binary matrix sized
, probability of its columns being linearly dependent is
, which can be worked out
denoted
(9)

(10)
if

(11)

Fig. 1. Values of P with different

and L when N

= 512 2 512.

Since the proportion of reserved blocks is
, the number
of extractable reference-bits, , obeys a binomial distribution

(12)
Similarly, the number of unknowns in (8),
nomial distribution

, also obeys a bi-

(13)
Probability of all columns in
is

being linearly independent

(14)
Since the number of MSB subsets is
, we can recover all
MSB in the tampered blocks with probability

Fig. 2. Values of P with different

and N when L

= 512.

the original distribution of the data in the three LSB-layers is
uniform, the average energy of error in each pixel is

(15)
This probability is dependent upon tampering rate , image size
and system parameter . Fig. 1 shows the values of
with
different and when
. The larger the value of
is, the higher the probability of successful restoration. However, a
larger means more unknown MSB that should be solved in (8),
leading to higher computation complexity. To make a tradeoff,
we recommend a value of to be 512. Fig. 2 shows the values
with different and when
. With small and
of
, high probability of successful restoration can be achieved. It
is also seen that all the MSB of tampered blocks can be recovered
when the tampering rate is no more than 24%.
By combining the MSB in reserved blocks and the recovered
MSB in tampered blocks, we can reconstruct the principal image
content. Actually, the watermarked image can be reproduced
since the LSB of watermarked image completely depends upon
the MSB and the secret key. Furthermore, we may let all the
first and second LSB be 0 and the third LSB be 1 to obtain a
reconstructed image closer to the original one. Similar to (5), if

(16)
So, the value of PSNR when regarding original content as reference is
PSNR

(17)

III. HIERARCHICAL SELF-EMBEDDING SCHEME
A hierarchical self-embedding watermark scheme based upon
the reference sharing mechanism is proposed in this section. The
host principal content is decomposed into content data in different levels, and the reference sharing methods with different
restoration capabilities are used to protect the content data in different levels. In other words, the content data in lower level representing the approximation component can survive when a content replacement in more extensive area is performed. So, the less
the tampering rate is, the content data in more levels can be recovered, leading to a restored version with better quality.
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A. Watermark Embedding Procedure
The following is the detailed watermark embedding procedure.
1) Content Representation: With an original image sized
and assuming both
and
are mulnonoverlapped
tiples of 8, the image is first divided into
blocks with the same size 8 8. For each block, delete the three
least significant bits of 64 pixels to reduce the range of gray
to
, and denote the new pixel-values
levels from
where
. Segment a block into four subas
blocks sized 4 4, and calculate the average value of each subblock,

(18)
returns the nearest integer of the
where the function round
, we can
argument. Since the average values must fall into
convert each of them into 5 bits in a binary system to produce
a total of 20 bits for every block, called the content-bits in the
first level.
Then, produce content-bits in the second level for each block
in the following way. After dividing each subblock into four
small subblocks sized 2 2, calculate the differences between
the average values of small subblocks and subblocks

(19)
takes the nearest integer toward minus inwhere the operator
finity. The difference values are dependent upon the magnitudes
of local fluctuation. Because of the spatial correlation existing
in a natural image, absolute values of the differences are small.
Statistical results on 500 scenery and portrait images show more
than 90% of the absolute difference-values are no larger than
three and the proportion of images with more than 80% of the
is beyond 95%. Thus, we can
differences falling into
limit the 16 difference values in each block within the range
if
if
if
(20)
within
, there
As we have forced the values of
. So,
are seven possible integer values for each
in each block can be regarded as a sequence of 16 digits
in a notational system with base 7, which can be represented by
. We call the 45 bits as the content-bits
45 bits since
in the second level.
Similarly, we can produce content-bits in the third level of
each block. Denote

(21)

Fig. 3. Example of a block with the three LSB removed.

which indicates local fluctuation in the pixel level. Statistical
results in the same image database show more than 80% of
are within
and the proportion of images with more
than 70% of
falling into
is beyond 95%. Limit
in each block within the range
the 64 values of
if
if
if
(22)
into
. ThereEquation (22) forces the values of
in each block as a sequence of
fore, we regard the
64 digits in a notational system with base 3, and convert the
. Call the 102 bits as
digit sequence into 102 bits
the content-bits in the third level.
For example, with an 8 8 block as shown in Fig. 3 where the
three LSB has been removed, the corresponding content data beand
fore converting into the binary system,
, are shown in Fig. 4. Note that some errors may be introduced due to the rounding operation on
and
and the truncating operation on
and
, and a receiver will approximately restore the MSB when
content replacement is detected. Since the truncation cases are
rarer in smoother images or regions, the smoother content can
be restored with better quality.
2) Reference Data Generation: In the previous step, the
numbers of content-bits in the first, second, and third levels are
and
, respectively. Collect all the content-bits in the first level, and pseudo-randomly divide them into
a series of subsets, each of which containing 160 bits. Denote
the bits in the th subsets as
. For each
subset, generate 480 reference-bits in the following way:

..
.

..
.

(23)

is a pseudo-random binary matrix derived from a
where
secret key and sized 480 160, and the arithmetic in (23) is
modulo-2. Here, the more the reference-bits are produced, the
more extensive the area of tampered region can be recovered.
However, this would require more space to accommodate the
reference-bits. To make a tradeoff, assign the number of reference-bits for protecting 160 content-bits in each subset as
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content-bits of
In summary, for each subset containing
reference-bits are produced. Here
the th levels, the
(26)
and
(27)
Note that
can also be assigned with other values provided
that the following equation is satisfied:
(28)
or
. In these cases,
, with different

For example,

Fig. 4. Contents in the three levels before converting into binary system.
(a) p (s; t). (b) p (s; t). (c) p (s; t).

the total number of reference-bits is still
capabilities of content recovery.
3) Reference/Hash Data Insertion: In the same way as Step 3
referencein Section II-A, pseudo-randomly permute the
bits, and replace the three LSB of each block with 160 referencebits and 32 hash-bits that are a hashing result of 320 MSB of
the block and the 160 reference-bits. The value of PSNR due to
watermark embedding is also approximately 37.9 dB.
B. Content Restoration

480. This way, we produce
reference-bits for the content-bits in the first level.
Similarly, pseudo-randomly divide the content-bits in the
second level into a number of subsets, each of which containing 360 bits. For each subset, generate 392 reference-bits
sized
as a product of a pseudo-random binary matrix
392 360 and the 360 bits

..
.

..
.

(24)
..
.

Then,
reference-bits are produced for the content-bits
in the second level. For the content-bits in the third level,
pseudo-randomly divide them into subsets, each of which containing 512 bits, and calculate 256 reference-bits for each 512
sized 256 512
bits using a pseudo-random binary matrix

..
.

..
.

All the tampered blocks can be detected using the method
described in Step 1 of Section II-B. After extracting the reference data from reserved blocks and calculating the content-bits
of reserved blocks, we can retrieve the content-bits of tampered
blocks by using a method similar to Step 2 of Section II-B. For a
subset of content-bits in the first, second, or third level, denoting
the number of reference-bits that can be extracted from reserved
blocks as , there must be

(25)

Thus, we have produced
reference-bits for the conrefertent-bits in the third level. In this step, a total of
ence-bits are generated. Here, since the content-bits in lower
levels that represent the approximation component are more important, we let the ratios between the numbers of reference-bits
and content-bits in the first, second, and third levels descend orderly so that the content data in lower level can be recovered
when replacement in a more extensive area is made.

..
.

(29)

where the vector on the left side is all extractable referencebits,
is a matrix consisting of the rows in
or
corresponding to the extractable reference-bits, and
are the sizes of content-bit subsets in different levels as in (24).
The vector on the right side of (29) contains the content-bits
belonging to tampered and reserved blocks. Since the contentbits of reserved blocks have been calculated, our purpose is to
solve the content-bits of tampered blocks. Note that restoration
of content-bits in the three levels will be performed separately.
Similar to Section II-B, we can derive probabilities of successful
restoration of content-bits in different levels

(30)
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CONDITIONS UNDER WHICH P
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TABLE I

> 0:9999 IN VARIOUS LEVELS WITH DIFFERENT VALUES OF L (u)

Fig. 5. Probability of successful content-bits restoration in three levels with
different tampering rate when N = 512 512.

2

Here,
are the numbers of reference-bits derived from subare the numbers of content-bit
sets in different levels, and
subsets in different levels
(31)
is the probability distribution of number of extracted reference-bits for a content-bit subset

(32)
is the probability distribution of number of content-bits to
be solved in a subset

(33)
and the function
is given in (9)–(11). Fig. 5 shows the
values of
and
with different tampering rate
when
, and the values of
are as in (27).
When the tampering rate is less than 66%, 43% and 26%, the
content-bits in the first, second, and third levels can be successfully recovered with a probability more than 99.99%, i.e.,

Fig. 6. Restoration of p (i; j ) using (a) only p (s; t), (b) both p
p (s; t), and (c) all of p (s; t); p (s; t) and p (s; t).

(s; t) and

, respectively. For example, when is 35%, only
content-bits in the first and second levels can be recovered, but
are assigned with
not content-bits in the third level. If
other values, the content-bits have different capabilities of resisting content replacement. Table I lists the conditions under
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Fig. 7. Watermarked images produced by the proposed two schemes, respectively, (a) crowd and (b) lake.

Fig. 8. (a) Tampered crowd with

= 23:6%. (b) Identification result of tampered blocks.

which the probabilities of successful content-bits recovery in
various levels
are more than a threshold 99.99% with dif. Here, a slight decrease of near to the
ferent values of
critical values will cause that
suddenly approaches 1. If
the threshold is assigned as other value within (0, 1), instead
of 99.99%, the change of critical values listed in Table I will
be tiny. From the table, a data-hider can select suitable values
for a specific application. It is clear that the larger the
of
, the content-bits in the corresponding level can
value of
survive more extensive content replacement. As mentioned premust satisfy (28) to meet
viously, however, the values of
the given number of reference-bits. That means the selection of
is to make a tradeoff between the capabilithe values of
ties of content-bits recovery in the three levels. In the following,
we will consider the case
.
After recovering the content-bits, we convert them into
and
, and recondecimal values

struct the principal content of each tampered block. With only
, the values of
can be estimated as
(34)
If both

and

have been recovered

(35)
If

and

are all available

(36)
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= 64 6

Fig. 9. (a) Tampered Lake with
: %. (b) Restored version of (a). (c) Tampered Lake with
with
: %. (f) Restored version of (e).

= 23 1

For example, with only
as in Fig. 4(a), we can obtain the estimate of
as shown in Fig. 6(a). If
in Fig. 4(b) is also available, the quality of restored block is
better as shown in Fig. 6(b). When using all
and
in Fig. 4(c), the restored version with further improved quality is shown in Fig. 6(c). Thus, for each tampered
value from
to
block, we expand the range of the

(37)
Here,

is the final restored result of the tampered areas.
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= 42:4%. (d) Restored version of (c). (e) Tampered Lake

IV. EXPERIMENTAL RESULTS
When using the proposed first scheme to embed watermark
into a test image Crowd sized 512 512 with
and
using the proposed hierarchical scheme for another test image
Lake sized 512 512, the values of PSNR due to watermark
embedding are 37.8 and 37.9 dB, respectively, which is imperceptible, and verifies the theoretical analysis in (6). Fig. 7 shows
the two watermarked images.
Fig. 8(a) gives a tampered version of the watermarked Crowd,
in which 23.6% of the blocks are tampered. According to the
hash data embedded in the image, all the tampered blocks were
found and represented by extreme white in Fig. 8(b). Using the
procedure described in Section II-B, the original MSB in the
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TABLE II
COMPARISON OF RESTORATION CAPABILITY AMONG SEVERAL FRAGILE WATERMARKING SCHEMES

Fig. 10. PSNR of recovered content in four tampered images with respect to
the tampering rates.

tampered blocks were recovered, and the watermarked version
as in Fig. 7(a) can be reproduced without any error. Furthermore, after forcing the first and second LSB as 0 and the third
LSB as 1, we can generate a reconstructed image with PSNR
40.7 dB when regarding original image as reference.
Fig. 9 shows three tampered versions of watermarked Lake
with different tampering rates, and their corresponding restored
results generated using the steps in Section III-B. When
%
% and
%, PSNR values in the restored areas
are 23.2, 27.6, and 31.3 dB, respectively. Actually, only the content-bits in the first level were recovered in Fig. 9(b), both the
content-bits in the first and second levels recovered in Fig. 9(d),
and all content-bits in the three levels recovered in Fig. 9(f). The
lower the tampering rate, the better the quality of the restored
content is obtained.
Experiment of the hierarchical self-embedding scheme on
other images provided similar results. Fig. 10 shows PSNR of
the recovered content in the tampered area with respect to the

tampering rates when four gray images Lena, Couple, Man,
and Baboon sized 512 512 were used as the covers. The
four staircase-shaped curves indicate the successful restoration
of content-bits in different levels. Since
and
to represent the original content in three levels
are, respectively, forced into integers within
and
, the smoother content can be reconstructed with
better quality. That means, the smoother the original content of
tampered area, the closer is the restored result to the original
content. The rank of curves in Fig. 10 is mostly consistent
with the fluctuation magnitudes of the four test images. As an
exception, the curve of Man is higher than that of Couple at left
side because only a small plain part of Man is tampered.
Table II compares several fragile watermarking schemes with
restoration capability. By using the reference sharing mechanism, the original content in an extensive area can be recovered
and the tampering coincidence problem is avoided. The methods
in [14] and [16] suffer from the tampering coincidence problem
and the methods in [12] and [21] do not work with a large tampering rate. In [12], the three LSB-layers are also used to accommodate watermark data, and the watermarked image can be recovered when the percentage of tampered area is less then 6.6%.
By using the proposed first scheme, the watermarked image can
be recovered when the content in an extensive area is replaced.
With the same level of distortion caused by watermarking, the
restoration capability is significantly better than that in [12]. In
the proposed second scheme, the quality of restored content is
dependent upon the tampering rate. That means this scheme is
more flexible than the previous methods as well as the proposed
first scheme. When the tampering rate is less than 24%, both of
the two proposed schemes are capable of restoring the content
in tampered area. While the first one can recover the original
MSB without any error, the second one obtains an approximate
version of original MSB. So, the quality of content restored by
the first scheme is better than that of the second scheme with a
small tampering rate. On the other hand, the second scheme can
perform the content restoration in more extensive area.
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V. CONCLUSION
In this paper, we have developed a reference sharing mechanism to recover the original content in tampered areas of an
image. The reference data are derived from and used to protect
the original content of different regions, and are distributed over
and embedded into the entire image. As long as the tampering is
not too severe, the reference data cannot be seriously destroyed
so that they can provide sufficient information to retrieve the
original data of the tampered contents. That means the reference
sharing mechanism does not suffer from the tampering coincidence problem. Based upon this mechanism, we have proposed
two self-embedding watermarking schemes. The first scheme is
capable of recovering all the original data in the 5 MSB layers and
retrieving the legitimate watermarked image when the tampering
rate is no more than 24%. The second one uses the reference
sharing methods with different restoration capabilities to protect
the content data in different levels so that a better restored result
can be obtained from a tampered version with less fake content.
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